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1.1 Open-Source Supply Chain
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1.2 Traditional Feature Vector based Approaches

P

Training & Testing
Samples

o —
(o B
0e—
Abstract Feature Set Classification
e Representation N 4 Models
—L Y A ML-Model |.-
> T}u%} .-C'J-. — > L/ > s
5083 DL-Medel
\_ Graph Tree )

N

|

Feature Vector Extraction & Model Training

—_—> [ Detection Phase ]

=

— <>

Malicious

=v

— <>

Benign



1.2 Traditional Feature Vector based Approaches

Training & Testing
Samples

Abstract
/~ Representation ™\
o T,
> ?:% 0O o
b4 h
o me]=]s)
\Graph Tree j

o—

o__

o —
Feature Set
>

Classification
/ Models
ML-Model | .
DL-Madel

N

Feature Vector Extraction & Model Training

to analyze their characteristics.

As time progresses, the dataset is continuously augmented with new malicious
package samples, necessitating ongoing manual effort from security professionals
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1.3 LLM based Approaches
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1.3 LLM based Approaches
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intensive, and existing approaches lack the analysis of malicious packages

Iterative updates to LLMS and LMS are quite time-consuming and resource- E (D




2 Empirical Study

Table 2: The categories of 132 different APIs in Feature Set.

Table 3: Effectiveness comparison of five different ML models and LLM-based approaches on the same dataset.

Categories API exampl
e | R | | | | | Time Consumption |
zi.;zllfnd;gg ‘ Group | Model | Precision (%) | Recall (%) ‘ F1 score (%) | Pre-process (s/package) | Train (s) |
File-system access shutil.copy() | | NB | 55.2 | 984 | 70.7 | 0.19467 |
write() | | XGBoost | 981 | 984 | 982 | 479 |
STE— ‘ ML |: RF | 08.5 | 98 ‘ 08.2 0.8457 | 1.0126 I
muhltipfnce‘a“;itnlﬂ Pf:"ec-ce'i‘i ‘ | SVM | 89.2 | %47 ‘ 19 | 0-097
Process creation threading. Thread | | MLP | 981 | 982 | 98l | 2285157 |
| | Eadmp[37] | 991 | 954 | 972 | 6.28 | 30,741.67 |
socket.socket() | P™™M 1 CereBrop46] | 986 | 857 | 917 | 12.489 | 2439 |
requests T T T
Network access request. Uflﬂpﬂﬂ() ‘ LLM |: GPT-3.5-turbo [30] | 99.0 | 99.3 ‘ 99.1 I - | - |
base64.b6dencode()
ote base64.b6ddecodel()
Data encode & decode Table 5: Effectiveness comparison of different ML models and LLM-based approaches on newer samples by training an old
dataset.
install.run()
Package install pip.main() | XGBoost | RF | SVM | MLP | EA4MP
B Metrics (%) | Precision Recall FI | Precision Recall Fl | Precision Recall FI | Precision Recall F1 | Precision Recall FI
2021&2022 882 803 841 97.1 820 889 886 803 842 953  80.6 873 9.7 907 927
os.getenv() 2023 864  59.0 ?{}.lj\ 90.1 593 715” 833 492 6].9]\ 873 621 ?2.GJ| BlL.6 843 sz.ol
System access os.getewd() 2024 815 534 645 726 521 607 754 510 608 796 571 665 727 705 716




3.1 API Call Graph Centrality Analysis

Closeness Centrality
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Table 6: The top 10 APIs calculated with different centrality
in malicious&benign packages.

Closeness Degree Harmonic | Katz
setup setup join setup
exists exists open exists
subprocess.Popen | subprocess.Popen | decode subprocess.Popen
open join getattr open
- join open encode join

Malicious | rapoe range map install.run
getattr aetattr exists exec
map map 0s.getenv format
0s.getenv exec replace 0s.getenv
install.run 0s.getenv b64decode | expanduser
open open len setup
len len join open
setup setup str len
print join isinstance | join

_ str print open print

Benign | jsinstance str int str
int isinstance list isinstance
format int print int
list range append range
super format super list




3.2 Overflow of Our Approach: MalGuard
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An API Call Graph Centrality and LIME based Malicious PyPI packages Detection Approach:

O API Call Graph Generation

O Sensitive API Extraction and Filter

O Malicious Package Detection

O Explanation Output Generation based on LIME



3.3 API Call Graph Generation and Sensitive API Extraction and Filter

?
s How to get rid of the feature sets that based on expert knowledge ?

STEP 1 : API Call Graphs Generation . i STEP 2 : Feature Set Extraction
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Table 7: The feature set dimension after pre-processing by

general-purpose LLM.
| Centrality | Closeness | Degree | Katz | Harmonic |
| Total Dimensions | 265 | 255 | 294 | 135 |
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3.4 Malicious Package Detection and Explanation Output Generation based on LIME
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Figure 2: The explanation output result of malicious package pandas-numpy-8.19.3 :

LIME Explanation for package pandas-numpy-8. 19_3:

In file pandas-numpy-8.19.3/reqinstaller/ 1t . py line | the package holder use the sensitive apr:

[requests get],

in function/global global,

which may be used for:

[Performing unauthorized data extraction from a remote server',
‘Conducting SOQL injection attacks',

"Gather sensitive information from the server's response data" |

In file pandas-numpy-&.19.3/reqinstaller/ _imit__.py line | |, the package holder use the sensitive api:

[subprocess.call],

in function/global global,

which may be used for:

[Execute harmful system commands or shell scripts]

In file pandas-numpy-&.19.3/setup py line 7, the package holder use the sensitive api:
[setup],
in function/global global,
which may be used for:
[Potential for unauthorized access to sensitive data',
*ossibility of injecting malicious code or backdoors during the setup']

In file pandas-numpy-8.19.3/setup py line | -, the package holder use the sensitive api:
[find_packages],

in function/global global,

which may be used for:

['Search for and pam unauthorized access to sensitive packapes.']

In file pandas-numpy-8.19.3/setup.py line © %, the package holder use the sensitive apr:
[basetd boddecode],

in function/global global,

which may be used for:

In file pandas-numpy-8.19.3/setup py line © %, the package holder use the sensitive api:
[exec],

in function/global global,

which may be used for:

[‘Arbitrary code execution',

1



4.1 Experimental Setup

Evaluation Metrics

Dataset
Dataset #Malicious #Benign * Precision
Guoetal. [23] 9,148 - * Recall
Sun et al. [37] 516 -
Our work - 10,000 * Fi-Score
Total 9,664 10,000
. Experiments
Baselines
* VIRUSTOTAL
Usto /I.Effectiveness Evaluation \
* OSSGADGET 2. Ablation Study

3. Explainability Evaluation

4. Hyperparameter Sensitivity Analysis

* EA4MP 5. Robustness against Adversarial Attack
6. Practicality

* CEREBRO \ /

* GUARDDOG

* BANDIT4MAL




4.2 Effectiveness Evaluation & Ablation Study

Table 8: Effectiveness comparison with the SOTA baselines.

Approach ‘ Precision (%) Recall (%) F1 score (%)
VIRUSTOTAL [15] 95.2 80.6 87.3
OSSGADGET [5] 74.8 85.0 79.6
BAND4M AL [39] 84.8 06.7 90.4

EA4dMP [37] 99.1 05.4 97.2
CEREBRO [46] 08.6 85.7 01.7
GUARDDOG [16] 05.6 82.6 88.6
MALGUARD | | 99.6 | 98.4] 199.0 |

_____
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Table 7: The feature set dimension after pre-processing by

general-purpose LLM. From 500 d|menS|On

‘ Centrality

| Closeness | Degree | Katz | Harmonic |

‘ Total Dimensions |

265

255

| 294 |

135

with Feature Filtering

w/o Feature Filtering

|

‘ Metrics (%) ‘ Closeness Harmonic Degree Katz ‘ Closeness Harmonic Degree Katz ‘
‘ ‘ Precision ‘ 99 .4 92.5 99.3 99.6 ‘ 99.9 99.9 99.9 94.9 ‘
‘ RE ‘ Recall ‘ 97.0 97.1 97.3 98.4 ‘ 98.1 98.0 98.2 95.8 ‘
‘ ‘ F-1 ‘ 98.2 94.8 98.3 99.0 ‘ 99.0 99.0 99.1 95.3 ‘
‘ ‘ Precision ‘ 99 4 99.2 92.5 99.3 ‘ 99.2 99.3 99.2 93.0 ‘
‘ XGBoost ‘ Recall ‘ 96.5 96.3 95.5 96.9 ‘ 98.5 98.7 98.6 945 ‘
‘ ‘ F-1 ‘ 97.9 97.7 94.0 08.1 ‘ 08.8 99.0 98.9 93.7 ‘
| | Precision | 97.9 87.1 97.6 979 | 828 86.6 726 718 |
‘ SVM | Recall ‘ 96.5 01.2 96.2 963 | 809 83.5 96.1 95.9 |
| | F1 | 972 89.1 969 97.1 | 818 85.0 827 821 |
‘ ‘ Precision ‘ 98.5 92.0 08.2 08.4 ‘ 99.0 99.1 98.3 89.8 |
‘ MLP ‘ Recall ‘ 97.8 97.0 98.0 98.1 ‘ 98.9 95.5 98.6 925 ‘
‘ ‘ F-1 ‘ 98.1 94 .4 98.1 98.2 ‘ 99.0 97.3 98.4  9l1.1 ‘

The experimental results demonstrate that MalGuard achieves optimal effectiveness in terms of precision, recall, and F1 scores.

The ablation study experimental results show that 1) Using API call graph centrality for automated feature extraction is effective.

2) Leveraging a general large language model can effectively help in filtering out irrelevant APIs from the feature set.




4.3 Explainability Evaluation

Table 10: Effectiveness of different ML Models in Expla-
nation Qutputs Verification Dataset (The Third Column
shows the number of malicious packages that every model can
detect and explain while the Fourth and Fifth Columns show
the number of malicious packages that can be detected and
accurately explained by more than 3 or 4 different models.).

| Centrality | Model | Total detected | r>=3 | r=4 |

Closeness Centrality

Katz Centrality

54 —

0 i

o

Degree Centrality

f484 fodd

& &

Harmmonic Centrality

| | XGBoost | 96 | | |
| | RF | 95 | |
| Closeness ‘ SVM | 04 | 95 | 03 ‘
| | MLP | 98 | |
| ‘ XGBoost | 97 | | ‘
| | RF | 9% | I
| Degree | SVM | 91 | 96 | 90 |
I | MLP | 97 I |
| | XGBoost | 95 | | |
| | RF | 93 | |
| Katz ‘ SVM | 88 | 03 | 86 ‘
| | MLP | 9 | |
| | XGBoost | 95 | | |
| | RF | 93 | |
| Harmonic ‘ SVM | ]2 | 92 | 79 ‘
| | MLP | 95 | |

The experimental results demonstrate that the

~

explainability content generated by MalGuard achieved

an average score of 3.5 or higher, indicating that the
explanation outputs are effective and useful for aiding
in malicious behavior analysis.

/
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4.3 Robustness against Adversarial Attack
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The experimental results, show that as K increases, the model’s effectiveness consistently improves across feature
sets derived using four different centrality metrics. These findings suggest that setting K= 500 allows the feature
set to capture the most comprehensive set of suspicious APIs.
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4.4 Hyperparameter Sensitivity Analysis
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These findings demonstrate that although MalGuard suffers some degradation under adversarial conditions, it
maintains effectiveness at an acceptable level, highlighting its robustness against such attacks.




4.5 Practicality
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These findings demonstrate that although MalGuard suffers some degradation under adversarial conditions, it
maintains effectiveness at an acceptable level, highlighting its robustness against such attacks.

In total, MalGuard discovered 144 suspicious packages. After manual review, 113 out of them were confirmed malicious. We
reported these packages to the PyPI official. As of January 21, 2025, 109 of them have been removed.




5. Conclusion
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An API Call Graph Centrality and LIME based Malicious PyPI packages Detection Approach:

O API Call Graph Generation
O Sensitive API Extraction and Filter
O Malicious Package Detection

O Explanation Output Generation based on LIME

2.1 Empirical Study

Table 2: The categories of 132 different APIs in Feature Set.

Table 3: Effectiveness comparison of five different ML models and LLM-based approaches on the same dataset.

Categories ‘ API example | ‘ I I | [ Time Consumption i
os.mkdir() | Group ‘ Model | Precision (%) | Recall (%) | F1 score (%) | Pre-process (s/package) | Train (s)
0s.remove

File-system access shuil.copy( | | NB | ss2 | w4 | 77 | | 0.19467
wite() | | XGBoost | 981 | 984 | 982 | 479
! RF 98.5 98 98.2 1.0126
subprocess.Fopen | SVM : 892 I 947 l 919 e e 0.097
. multiprocessing.Process | | | . | . | . |4J
Process creation threading. Thread | | MLP | 08.1 | 982 | 98.1 | 22.85157 4
| | Eadmp[37] | 991 | 954 | 972 | 6.28 | 30.741.67 |
socketsocket() | P™™M | Cerepro46] | 986 | 857 | 917 | 12,489 | 2439
requests T
Network acoess request.urlopen() [ LLM [[GPT3Stwrbo(30] | 990 | 993 | 991 | - | -
base64 bbdencode()

Data encode & decode base64.bb4decode()

Table 5: Effectiveness comparison of different ML models and LLM-based approaches on newer samples by training an old

dataset.
install.run()
Package install pip.main() XGBoost RE SVM MLP EASMP
Metrics (%) | Precision  Recall FI | Precison Recall FI | Precision Recall Fl | Precision Recall FI | Precision Recall Fl
2021 &2022 882 803 840 971 B20 BRY| BR6 803 842 953 806 K73 947 €07 927
os.getenv() 2023 864 90 701 sl 593 7S 83 492 619 3 6z 726 816 843 829
System access os.getewd() 2004 815 534 645 726 521 6 754 510 608 M6 ST 663 77 05 76

7
. . .
4.2 Effectiveness Evaluation & Ablation Study
Table 8: Effectiveness comparison with the SOTA baselines. ‘ with Feature Filtering | wio Feature Filtering ‘
Approach | Precision (%) Recall (%) F1 score (%) ‘ Metrics (%) | Closeness Harmonic Degree  Katz ‘ Closeness  Harmonic  Degree  Katz ‘
VIRUSTOTAL [15] 95.2 30.6 873 | | Precision | 994 925 993 996 | 999 99.9 999 949 |
OSSGADGET [5] 748 85.0 9.6 | ge | Recall | 970 97.1 973 984 | 981 98.0 982 958 |
BANDAMAL [39] 848 967 90.4 (S —
EA4MP [37) 9.1 954 972 | | F1 | 982 94.8 983 990 | 990 99.0 99.1 953 |
GCEREB[';O H[[I]m 3§-g g;; ’;;2 | | Precision | 99.4 992 925 993 | 992 99.3 992 930 |
UARDDOG X i X
v Recall 96.5 96.3 955 969 985 98.7 98.6 945
MALGUARD | | 996 19841 199.0 | XGBoow |_Recall_| | ‘
\ | F1 | 979 97.7 940 981 | 988 99.0 989 937 |
| | Precision | 97.9 87.1 97.6 979 | 828 86.6 726 718 |
Table 7: The feature set dimension after pre-processing by | gy | Recall | 96.5 91.2 962 963 | 809 83.5 96.1 959 |
general-purpose LLM. - w2 0 500 dimension | [ F1 | 972 8.1 969 91| 818 850 827 sl |
[ Cenmtrality | Closeness | Degree | Katz | Harmonic | | | Precision | 985 92.0 982 984 | 990 99.1 983 898 |
[ Total Dimensions | 265 | 255 | 294 | 135 | | amep | Recal | 978 97.0 980 981 | 989 95.5 986 925 |
\ | F1 | 981 94.4 98.1 982 | 990 97.3 984 911 |
The experimental results demonstrate that MalGuard achieves optimal effectiveness in terms of precision, recall, and F1 scores.
The ablation study experimental results show that 1) Using API call graph centrality for automated feature extraction is effective.
2) Leveraging a general large language model can effectively help in filtering out irrelevant APIs from the feature set.
13
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