44" IEEE Symposium on Security and Privacy

ODDFuzz: Discovering Java Deserialization Vulnerability

via Structure-Aware Directed Greybox Fuzzing

Sicong Cao', Biao He?, Xiaobing Sun', Yu Ouyang?, Chao Zhang?, Xiaoxue Wu!,
Ting Su#, Lili Bo!, Bin Li!, Chuanlei Ma?, Jiajia Li? and Tao Wei?

'Yangzhou University
2Ant Group
3Tsinghua University
4East China Normal University

. A& v g £3 7 N ), i ﬁ 44 ﬁ_ ,m-
Y. j% HI A h WBINERE rf g }; é %\ST gﬁlﬁNORT’IAL
) YANGZHOU UNIVERSITY ANT GROUP % uee” UNIVERSITY

Tsinghua University



Java Deserialization

Object

N

Serialization

Stream

—>

of Bytes

Databasé\
\

—>

-
v.,
L

File

—=

Memory

.

Stream

—>

of Bytes

Deserialization

—> YL

14" IEBE Symposiun on Security and Privacy

Communication

Caching

Deep Copy

Cross JVM Synchronization

Persistence

ODDEFEuzz: Discovering Java Deserialization Vulnerability via Structure-Aware Directed Greybox Fuzzing



ODD Vulnerability Attack

* O --- Open

Arbitrary objects may be injected by adversaries, which

breaks the traditional trust boundary of inter-process - )
Attacker Application Gadget Chains

—Dlnjection=> ﬁ -5
o~

data transmission and introduces attack surfaces.

®" D --- Dynamic (o
The deserialization path of an injected serialized objects N
can be manipulated by abusing runtime polymorphic or ®EXp$itatj°" =0 ¥
other dynamic features. ;?E I
@ D --- Deserialization Filter
ODD Attack
Magic methods get executed automatically by the
deserializer, even before deserialization finishes! Threat Model

Controlling Data Types
=> Controlling Code!
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ODD Vulnerability Attack

1 public class PriorityQueue<E> implements Serializable {
2 transient Object[] queue;-
3
4

private final Comparator<? super E>“comparator;

private void readobject(java.io.objecflnputstr-eam s)
{...} /*Source*/™,

private void heapify() {...} /*2nd Gadgeif_*/

5

[ private void siftDown(int k, E x) { /*3rd Gadget*/
7 if (comparator != null)

s i

S

siftDownUsingComparator(k, x); :
. ;} H

16 private void siftDownUsingComparator(int Id, E x) { /*4th Gadget/

11 if (right < size 8& v
12 comparator.compare((E) c, (E)|[queue[right]) > @)
13 S e

14 /*org.apache. comnom= ctionsd. comparators*/
15 public class e
implemmé —
16 private final 1
17  public int comg
18 Object value:

19 S

20 /*org.apache.commons.collectionsd. functors*/

21 public class InvokerTransformer<I, 0> ]
implements Transformer<I, 0>, Serializagble {

22 public Object transform(Object input) { /*ﬁth,,v"'Gadget/

23 Class<?> c¢ls = input.getClass();

24 Method method = cls.getMethod(this.iMethddName,
this<iParamiypes);

25 return method.invoke(input, this.iArgs); /*Sink*/

26 }} )

Apache Commons Collections
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Source
readObject()

heapify()
siftdown()
- Field — — — — — \
| Object[] queue 5 ;
| Comparator compuratm': blftDOWHUSlng
de P Comparator()

java.util.PriorityQueue

collections4.comparators.
TransformingComparator

collections4.functors.
InvokerTransformer

Confirming whether there are exploitable
gadget chains in the applications is more urgent!

queue = [obj1, obj2]

comparator = T1 ===~ 1
femnes » T1 : TransformingComparator

1=+ transformer = 11
I1 : InvokerTransformer <---°
iMethodName = "MethodName"
iParamTypes = null
iArgs = null

Injection object
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Method.invoke()

rected Greybox Fuzzing



Existing Solutions
Gadget Inspector [BlackHat 2018]

s\

i Classes \ Source
4 ) //\
- ) (
E _____ S wr — Methods S adget1 Gadget4 Breadth-
: T~ First Search
Dataflows Gadget }‘ Gadget3
Application Static Analysis Method Calls \\_'\

- Sink
Meta data Call Graph ﬂ

®" High False Negative

Y

Sink

Y

Gadget1 Gadget3

Y

* Hard to confirm Gadge)Y hain 1: Source

Gadyt /.ain 2: Source Gadget4 Sink

Y
Y

'I. Haken, “Automated discovery of deserialization gadget chains,” BlackHat USA, 2018.
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Existing Solutions
SerHybrid [ASE 2022]

* Difficult to satisfy certain
hard constraints

ﬁ/

Fuzzing

e T compTALorS Comparator. _
F e ;)

i . N “S{ofﬁ‘ -
) 1 {(_PriorityQuene_Fccomparator> /<% Instantiate

i Transformer

Transforming
. Comparator

!

Sinput> =transformer>

Invoker |
“\_Transformer //

Application Points-to
Analysis

eap Graph
P1: PriorityQucue

* Heavy-weight FE

foeeeae » T1 : TransformingComparator

+-- transformer = I1
11 : InvokerTransformer ~---

iMethodName = "MethodName"
iParamTypes = null
iArgs = null

2. Rasheed and J. Dietrich, “A hybrid analysis to detect java serialization vulnerabilities,” IEEE/ACM International Conference on Software Engineering, 2020.
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing
O Summary-based taint analysis + CHA
O Structure-aware seed generation
O Hybrid feedback-based prioritization

O Step-forward mutation rules

- Identifier oo Validator -----------ceeee ;
 Suspicious Chains !} ;

! N
o Seed :
: - . Fuzzer
= o ) F)
: " -~ H N
' T i Hybrid Feedback | Exploitable
Frogram i A4 Chains

IJAVA _) Taint Step-forward Seed
=| 7 (Analysis ) i | Mutation Prioritization J;
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing

O Summary-based taint analysis + CHA VY ?
= How to effectively and efficiently

@ A identify potential gadget chains?

» Conduct BFS based on the pre-computed method

- Identifier -, summaries to chain available gadgets.

Suspicous Chains » Perform Class Hierarchy Analysis (CHA) on the

e call statement only when the caller is tainted to

T — avoid the path explosion issue while covering all

frogram available gadgets which can be exploited by
@ - abusing Java runtime polymorphism.
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing

?
O Structure-aware seed generation > How to handle the multilevel nested
B A structure of injection objects?

» Instantiate each class involved in the gadget chain

"""""""""" Validator ----------eooeeeeeery and leverage reflection to dynamically collect
Ceed available properties of each class to construct a
ee

(mton J—{ 7] propery e

Hybrid Feedback Exploitable
¥

Chains
Step-forward Seed
Mutation Prioritization
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing
‘ ?
O Structure-aware seed generation **  How to handle the multilevel nested
B A structure of injection objects?

» Instantiate each class involved in the gadget chain

1 bl 1 P t E 1 ts Serializabl : :
2 "”tr;ﬁsje:fm,;;‘jﬁ]ygﬂ:ﬁ: > ”"_'L ements Serializable { and leverage reflection to dynamically collect
3 private final Comparator<? super B ~comparator; . .
4 private void readObject(java.io. Ob]ectlnpu'tstr'eam s) avallable propertles Of eaCh Class tO ConStruCt a
{...} /*Source*/*
5  private void heapify() {...} /*2nd Gadget*/ properl‘y tree.
6 private void siftDown{(int k, E x) { /*Brd' Gadget*/
7 if (comparator = null) |
8 siftDownUsingComparator(k, x);
9 .} i
10 prlvate void siftDownUsingComparator(int K, E x) { /*4th Gudget/ ..
11 if (right < size 8&& PriorityQueue PrlontyQueue
12 comparator.compare((E) ¢, (E) queue[_l:lght]) > Q) _
13 .} ‘ queue=null
A comparator=null
14 /*org.apache.commons. collections4. comparators*/ ' size=0
15 public class TransformingComparator<I, O> H H
implements Comparator<I>, Serializable { | ObJeCtI:I Comparator Int
16 private final Transformer<? super I, ? extends 0>‘,-"tr'ansformer-; queue Compara‘[or Size
17  public int compare(I objl, I obj2) { /*5th Gagget*/
18 Object value2 = this.transformer. transfor'm(objz),
13 -3} :
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing
‘ ?
O Structure-aware seed generation **  How to handle the multilevel nested
B A structure of injection objects?

» Merge two property trees if the property type of a

1 public class Pr‘10r'1tyQueue<E> :melements Serializable { . . . . .
2 P transient Object[] QUONES field node in tree A is an object inherited by tree B
3 private final Comparator<? super‘ By ~comparator; . .
4 private void readObject(java.io. Ob]ectlnputstr'eam s) Of Wthh the ClaSS hOIdS the neXt gadget mn the
{...} /*Source*/* .
5 private void heapify() {...} /*2nd Gadget*/ target chain.
6 private void siftDown{(int k, E x) { /*Brd' Gadget*/
7 if (comparator = null) ;
g }51ftDownUs1ngComparator(k X} PriorityQueue .- > P1: PriorityQueue
10 prlvate void siftDownUsingComparator(int K, E x) { /*4th Gudget/ queue = null
11 if (right < size 8&& Comparator—T]
12 comparator.compare((E) ¢, (E) queue[_l:_lght]) > @) Object(] Comparator int size=0 .-
13 -3} quecuc comparator size e
14 /*org.apache.commons. collections4. comparators*/ H A Tl:Transformmg
15 public class TransformingComparator<I, O> Transforming | _‘_-" Comparator
. 1r31plements Comparator<I>, Serializable { C(]mpal'ator """ transformer = 11
16 private final Transformer<? super I, ? extends 0>/ transformer; /“ d d =l
17  public int compare(I objl, I obj2) { /*5th Gaghet*/ mf:corate T
18 Object value2 = this.transformer.transform(obj2); Comparator Transformer S bt ™
i v Fel 3 — H
13 .- 31 i decorated transformer : ass e Hect Property H
H E Class ' Class Object ===-= Runtime Polymorphism }
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing

‘ ?
** How to efficiently select and schedule
O Hybrid feedback-based prioritization B the seeds to trigger sensitive sinks ?
Closer to
sink

......................

? p(S, Tb ={(P(S)E (1 _ {N(Sl Tbj:))

‘ Seed ’ ‘ I _____________________
Generation Fuzzer | =) l

-~

Hybrid Feedback Exploitable
¥ Chains  Trigger more branches

Step-forward Seed . .
Mutation Prioritization in the gadget (exploring
) diverse execution paths)
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing
?
** How to guarantee the structural and
&N semantical validity of mutation ?

O Step-forward mutation rules
> Employ JQF?, a parametric fuzzing framework

.................... Validator -----mwreeen which maps the structured inputs to a sequence of

< untyped bits (i.e., parameters), to mutate the
; ‘ eed. }—>‘ Fuzzer I —
Generation

generated seeds at the bit-level.
A D

Hybrid Feedback Exploitable
¥

Chains
Step-forward Seed
Mutation Prioritization

Shttps://github.com/rohanpadhye/JQF
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing

O Step-forward mutation rules

PriorityQueue .- _.--==» P1: PriorityQueue
queue = null
/H\ comparator = Tl
Object]] Comparator int size=0 .-
queue comparator size T
ﬂ' e T1:Transforming
Transforming L Comparator
Comparator """ transformer = 11
/—’/—H' decorated = null
Comparator Transformer 77777 7TTTTTTTTTTTTTTTTTTTOmmTommmmme
el (TSR Field Class Field ——— Object Property
H Class Class Object ===== Runtime Polymnrphlsm

Shttps://github.com/rohanpadhye/JQF
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?
How to guarantee the structural and
&N semantical validity of mutation ?

T T

> Employ JQF?, a parametric fuzzing framework
which maps the structured inputs to a sequence of
untyped bits (i.e., parameters), to mutate the
generated seeds at the bit-level.

size queue[@]
4 4
‘ o) = 00@0 0001 :' 8110 0110 E 0000 0@00

nextInt()—>1 |choose()—>03bect i nextxxx()—>x

Pre-defined dictionary
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Our approach: ODDFuzz

Lightweight Taint Analysis with Directed Greybox Fuzzing
?
** How to guarantee the structural and
&N semantical validity of mutation ?

O Step-forward mutation rules - o .
» Insert additional identifier bytes into the

parametric sequence to mutate the nested sub-

T > P1: PriorityQueue op)ects of the interesting injection object at the
queue = null bit-level one by one.
/R comparator Tl
Object[] Comparator int size=0 ..
queue comparator size T Identifier transformer
:+ e T1:Transforming
Transforming - Comparator I8
SRy 0, = 0000 i- 0000 0001 ‘001@ 0101
Comparator transformer = 11 ‘ 2 i
¥ decorated = null :nextBool() —true;} choose() uddl
Comparator Transformer [TTTTTTTITm s, s
desemiad (TSR Field Class Field ——— Object Property
Class Class Object ===== Runtime Polymnrphlsm

Preserve mutated properties
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Performance of ODDFuzz

Experimental setup
*  Target Applications
e 22 Javalibraries (covering 34 chains) from ysoserial

* 4 well-known applications (Oracle WebLogic Server, Sonatype Nexus, Apache Dubbo, protostuff)

* Implementations
* Repeat each experiment 10 times and report the average statistical performance.
*  Set the threshold for each gadget chain to 15 gadgets.

*  Limit the fuzzing campaign to 120 seconds
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Performance of ODDFuzz

. . Covered Covered Known Identified Confirmed Analysis Fuzzing
Application Version LoC Classes Methods Sources Sinks Chains Chains Chains Time Time
JDK 1.7 4.4M 38.5K 324.6K 7 4 4 9(1) 1 Im31s 16m32s
Aspect] Weaver 1.9.2 692.4K 7.1K 19.8K 4 2 1 9(1) 0 1m56s 18m
BeanShell 2.0b5 44 8K 1.1IK 17K 3 1 1 8 (0) 0 1m53s 16m
C3P0 0.9.5.2 30.3K 644 10.1K 6 3 1 13 (1) 1 Im50s 25m353s
Click 2.3.0 10.8K 73 8.5K 4 1 1 8 (1) 1 Im48s 15m26s
Clojure 1.8.0 58.4K 3.8K 25.7K 5 4 1 184 (1) 1 3m30s 6h7m34s
CommonsBeanutils 1.9.2 71.4K 504 7.8K 3 1 1 8 (1) 1 Im52s 14m25s
CommonsCollections 3.1 101K 798 9.7K 7 4 5 97 (5) 3 Im58s 3h10m53s
CommonsCollections4 4.0 101K 630 74K 5 2 2 112 (2) 2 ImS5s 3h41m9s
FileUpload 1.3.1 10.5K 56 3.1K 3 1 1 8 (0) 0 1m35s 16m
Groovy 239 252.4K 4.2K 45.6K 4 1 1 13 (0) 0 2m8s 26m
Hibernate 4.3.11 855.7K 74K 427K 3 1 2 8(2) 2 2m8s 14m7s
JBossInterceptors 2.00 24.2K 166 2.3K 2 1 1 8 (D) 0 Im51s 16m
JSON 24 28K 172 5.9K 3 2 1 9 (0) 0 Im52s 18m
JavassistWeld 3.12.1 60.4K 813 11.3K 2 1 1 8(0) 0 Im38s 16m
Jython 252 271.9K 6.7K 66.4K 4 1 1 321 0 2m54s 1h4m
MozillaRhino 1.7R2 118.7K 329 8.2K 4 2 2 7(2) 2 Im56s 12m10s
Myfaces 229 330.1K 1.8K 22.8K 2 I 2 7(0) 0 2mls 14m
ROME 1.0 94.5K 423 6.9K 2 1 1 5(1) 1 Im48s 8m33s
Spring 414 904.3K 1.3K 14.5K 3 2 2 10 (0) 0 1m59s 20m
Vaadin 7.7.14 572.1K 4.5K 17.5K 4 1 1 13 (1) 1 Im54s 24m37s
Wicket 6.23.0 420.7K 32K 11.1K 2 1 1 7(0) 0 1m50s 14m

Total | - - - - - 34 i 583 (20) 16 | - -
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Performance of ODDFuzz

Known GadgetInspector SerHybrid ODDFuzz

Application Chains Identified Confirmed Analysis Identified Confirmed Analysis Identified Confirmed  Analysis Fuzzing

Chains Chains Time Chains Chains Time Chains Chains Time Time
JDK 4 5 0 53s N/A N/A N/A 9(D 1 Im51s 16m32s
Aspect]Weaver 1 6 0 41s N/A N/A N/A 9(1) 0 Ilm56s 18m
BeanShell 1 2 0 49s 1 0 10m35s 8 () 0 1m53s 16m
C3P0 1 2 0 48s N/A N/A N/A 13 (1) 1 1mS0s 25m53s
Click 1 4 0 39s N/A N/A N/A 8 () 1 1m48s 15m26s
Clojure 1 12 | 40s N/A N/A Timeout 184 (1) 1 3m30s 6h7m34s
CommonsBeanutils 1 2 0 37s 0 0 13m6s 8 (1) 1 1m52s 14m25s
CommonsCollections 5 4 | 39s 1 1 26m51s 97 (5) 3 1m58s 3h10m53s
CommonsCollections4 2 4 0 38s 1 1 [1m2ls 112 (2) 2 Im55s 3h41m9s
FileUpload 1 3 0 38s N/A N/A N/A 8 () 0 1m55s 16m
Groovy 1 4 0 47s 3 0 1h26m 13 (0) 0 2m8s 26m
Hibernate 2 3 0 41s 3 0 56m37s 8(2) 2 2m8s 14m7s
JBossInterceptors 1 2 0 38s N/A N/A N/A 8 (0) 0 Im51s 16m
JSON 1 2 0 39s N/A N/A N/A 9 (0) 0 1m52s 18m
JavassistWeld 1 2 0 39s N/A N/A N/A 8 (0) 0 1m58s 16m
Jython 1 42 1 50s N/A N/A Timeout 32(1) 0 2m54s 1h4m
MozillaRhino 2 3 0 40s N/A N/A N/A 7(2) 2 1m56s 12m10s
Myfaces 2 2 0 37s N/A N/A N/A 7(0) 0 2mls 14m
ROME 1 2 0 36s 0 0 6m30s 5(D) 1 1m48s 8m53s
Spring 2 2 0 38s N/A N/A N/A 10 (0) 0 1m59s 20m
Vaadin 1 5 0 37s N/A N/A N/A 13 (1) 1 1m54s 24m37s
Wicket 1 3 0 36s N/A N/A N/A 7(0) 0 1m50s 14m
Total 34 -' 116 3 ] - | -' 9 2 ] - E 583 (20) 16 - -
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Performance of ODDFuzz

D Gadget Chain Affected Version ‘#Gadgets MCHI%I:‘?F:;;mm GadgetTnspector | SerHybrid No. Application Version Impact Status CVE-ID

1 AspectdWeaver aspectjweaver-1.9.2 9 v x I WebLogic 12.2.1.4.0 RCE Patched CVE-2020-14756

2 BeanShelll bsh-2.0b5 5 - - 2 WebLogic 12.2.1.4.0 RCE  Patched CVE-2020-14825

3 C3P0 3p0-09.5.2 6 v v 3 WebLogic 12.2.1.40 RCE  Patched CVE-2021-2135

4 Clickt elick-nodeps-2.3.0 10 v v - 4 Sonatype Nexus 3.25.0 RCE  Patcched CVE-2020-15871

3o Gee s A I Y 5 Apache Dubbo  2.7.7 RCE  Pached CVE-2020-11995

7 CommonsCollections]  commons-collections-3.1 7 v X v - 6 ProtoStuff 1.8.0 RCE Reported

8 CommonsCollections2  commons-collections4-4.0 13 v v - v

9 CommonsCollections3  commons-collections-3.1 13 v X -

10 CommonsCollections4  common SfL‘L‘rlleCll: ons4-4.0 15 v v E ffe Ctiven ess

11 CommonsCollections5 commons-collections-3.1 8 v v -

12 CommonsCollections6  commons-collections-3.1 10 v v v . . . . . .
13 CemmonsCollections7 commons-collections-3.1 9 v v - / Statlcally ldentlfy 20 Chalns and dynamlcally Valldated
14 FileUpload! commons-fileupload-1.3.1 3 - - -

15 Groon! £ro0vy-2.39 10 - - 16 of them, covering all cases found by baselines.

16 Hibernated hibernate-core-4.3.11.Final 7 v v

17 Hibernuie2 hibernate-core-4.3.11 Final 9 v v . ey

18  JBossinierceptors! jbo::}i;lercc‘::[pemrfcore:2{?)?(}.1—'111;11 5 - - ‘/ Report 6 eXPIOItable ] ava ODD Vulnerabllltles) 5 Of
19 JRMPClient JDK-1.7 13 .

20 IRMPLisiener IDK-1.7 9 them have been assigned CVE-IDs.

21 JSONI json-libzjar-jdk 15:2.4 22

22 JavassisiWeldl Javassist-3.12.1.GA 5 . . .

23 Jdk7u2l IDK-1.7 11 - - - le ltatlons

24 Jvthonl jython-standalone-2.5.2 5 v X v

25 Mosilahinol  j<17R2 : R v' Imprecise and unsound static analysis.

26 MozillaRhino2 js-1.7R2 12 v v

27 Myfaces! myfaces-impl-2.2.9 4 - - 3 .

% e yfoces impl 2 2.9 6 ) _ v’ Sub-optimal generation strategy.

29 ROME rome-1.0 15 v v . . .
30 Spring! spring core:4. 14 RELEASE i : : v Require human efforts to construct practical exploits.
31 Spring2 spring-core:4.1. 4. RELEASE 12 - -

32 URLDNS IDK 7 v v

33 Vaadinl vaadin-server-7.7.14 10 v v

34 Wicket! wicket-util-6.23.0 3 - -

|
|

ODDEvzz: Discovering Java Deserialization Vallnerability via Structure-Aware Directed Greybox Fuzzing



Conclusion

ODD Vulnerabiity Attade Qur approach: ODDFUzEZ

< 0-— Open Lightweight Tnist Analyds with Diredted Greybox Fuzzing
Abitraryobjers maybe injected by adversarios which O St based mintanabp b+ CHA
:::J;fn ta'd"ﬁm;l w&ou:‘id aﬁl;ﬁ::-ymcm Attacker Application O Structumaausressedge ne mtion
HBAIOIRNC T AL S AR RS ﬁu = O Hpbrid feed bk b d pr i titisation
o I -— Dyhamic ectk é‘@ O Stegeforwdrdm uttion ks
The deerplisationath of wn injected sarnlis sdobject | ) ) = Identifier Validator
can b o andp ubctedba abusing ountin & pobem ocphic o %ﬂiﬂm Suspicious Chains
oofhar dpnamic £t Seed
pnami g Generation
o D -— Deserigization id Feedback v
. ! 0DD Attack Program i ¥ Exghb;:sbk
Magic mefhods gat axscwtsd swrongticaly by the Step-forward Seed
desar pliver, aven badbp sdeser alisation finishes! Threat Model ] [ Mutation H‘- itizatic ]

Controlling Data Types
=> Controlling Code!

ot K. pmgrantorw - Srvare K X e o A e s v Mo o Ve P e e MW Wrabre: ik o Soiermiel Purytes Fenalrr: vl SEE Spwgmie an Sreavifpasr ¥ e U e s g S T ¥ T e ST “Wmrabre. s o Seiarular S Henatery:

Performance of ODDFuzz Performance of ODDFuzz
Gotgts| | O | Gt ttgertos | sttt No. Application  Version  Impact  Status  CVE-ID
‘ Gadgetlnspector SerHybrid ODDFUzZ : Vet i = =

Application Cm’" Mentified  Confirmed  Analysis | Identified  Confirmed  Analysis | Identified  Confirmed  Analysis  Fuzsing Y 7 A 1 WebLogic Putched  CVE-2020-14756

™| Chaing Chains. Time Chains Chairs “Tieme Chuin Chaims. Time Time i 2 Weblogic Patched  CVE-2020-14825

5 P 3 WebLogic Patched  CVE-2 35

0K 4 5 o 52a NiA NI N 91) 1 msls lema2s w | v 4 Sonatype Nexus 3250
Aspect]Weaver 1 3 o 4ls NIA NIA NiA 941} 0 I3t I18m 0 A K 5 Apache Dubbo  2.7.7
BeansShell 1 2 o 1 0 omsss | 8 0 sl l6m “ HE y 6 ProwSwil 150
v 1 2 0 abs NiA NIA NiA 130y 1 Ims0s  25mSis o M - ‘ M
Click 1 4 o 35 NiA NIA NiA 8(1) 1 ImdSs 15m26e ~ I ’
Clojare 1 12 1 s NIA NIA Timeout 184 (1) 1 3m30s BhTm3s i i o’ v “ i
CommonsBeanutils 1 2 [ s o o 13mfis 8q1) 1 Im32s 14m25s 2 [ ;‘ -Jf . Eﬁ'ﬁﬂﬂvtﬂﬁ#
CommansCollocrions 3 4 | £ 1 1 26mSls | 97 () 3 ImsSs I0mS3s 2 n s . . "
CommowsCollectionst 2 4 0 St 1 1 Tmdie | 02 2 ImSSs  3bdlmdy - [ V' Ertically identify 20 chains and dynamicaly validted
FileUpload 7 3 o s NiA NiA Nk F) 0 Imsss 1 u . . i
e | H M p " i | e i i, o 3 G - I P 16 e, covaningall curasfoundby basalings
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Thanks for listening!

@ DX120210088@yzu.edu.cn

@ https://github.com/ODDFuzz/ODDFuzz
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