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Vulnerability Detection Advancement
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Explainable VD Workflow

Definition 1

Given an input program P = {s;, -+, S;, } which is detected as vulnerable, the explanation is a set

of crucial statements {Si, . Sj } that are most relevant to the decision of the model.

Fife: opensslicryplodasnliasnl lib.e
Commif: hitps:/github.com/openssliopenssl/blob/9b10986d7742a5105ac8c 3 tdcbakb 103 caf> Tach!
Vulperahifiy Type: Buffer Overrun

1 wvoid bn_sqr_normal(BN_ULONG *r, const BN_ULONG *a,
int n, BN_ULONG *tmp)

2

3 int i, j, max;

4 const BN_ULONG *ap;
5 BN_ULONG *rp;

6 ap = a4,
7

8

9

rp = r;
rp[@] = rp[max - 1] = @;
ro+t;
10 j=n
11 if (-7 >0 {
12 ap++;
13 rplj] = bn_mul_wordsCrp, ap, j, ap[-1]1);
14 rp += 2;
15
16 }
Target
Sample
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14

int i, j, max;
rp = r;

J=n;

if (--j>@{
rpe[j] = bn_mul_words(rp, ap, j, ap[-11);
rp += 2;
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Challenge of Explainable VD
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Challenge of Explainable VD

Weak Robustness

|
\ Explanation

Target Black-Box .
Vulnerable Explanations
Samples Model
w
N
1 static int mov_read_dvcl (MOVContext =*c,
2 AVIOContext *pb, MOVAtom atom) {
R 3 AVStream =*st;
Instance to be explaingd X 3 WIREY ¥ profils Tevel;
5 if (c—>fc->nb_streams < 1)
- X )Q - - 6 return 0;
IGenerated InStanCQS \‘ 7 st = c->fc->streams[c->fc->nb_streams-1];
X ® N 8 if (atom.size >= (1<<28) || atom.size < 7)
X X 1 9 return AVERROR_INVALIDDATA;
l. x 10 profile_level = avio_r8 (pb);
Tra'ming data *LRX' " Program 11 if ((profile_level & 0x£0) != 0xc0)
X ¢ . 12 return 0;
R . Reduction - - | ,
x o - X 18 st->codec->extradata_size = atom.size - 7;
. 19 avio_seek (pb, 6, SEEK_CUR);
X X Neighborhood 20 avio read(
% X 21 pb, st->codec->extradata,
x 22 st->codec->extradata_size);
23 return 0;
24 } /
Global model 4

Feature Perturbation
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Challenge of Explainable VD

Challenge 1

Due to the weak robustness of existing DL-based vulnerability detectors, their
explanations are easy to be altered due to small perturbations, or even random
noise. As a result, explanations built on top of the detection results from such
weakly-robust models just reveal spurious correlations, which are hard to be
tolerated by security applications.

11



Challenge of Explainable VD

, Bk

6 83

Target GNN-based r) Vulnerabl Exolanati
Samples Model ulnerable xplanations

Maximization of Mutual Information
O T ol
min —1(9Y.6"),
s.t. g' ~ P(G, My, Mg)

Program
Reduction

=
EO

EC;X\"S & message -\((\llgg,
/ Important for g Unimportant for §



Challenge of Explainable VD
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Challenge of Explainable VD

Challenge 2

Factual reasoning-based techniques favor a sufficient subset which contains
enough information to make the same prediction as they do for the original
program, while counterfactual explanations may only cover a small subset of the
ground truth. As a result, existing GNN-specific explanation approaches fail to
balance the effectiveness and conciseness.
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Our approach: Coca
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Our approach: Coca

A General Optimization Framework for GNN-

based Explainable Vulnerability Detection

O Combinatorial

Contrastive

Robustness Enhancement

Phase I: Data Augmentation
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Application
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> Perform data

> How to enhance the robustness of
@ A Classifier against random perturbations ?

augmentation to

functionally-equivalent variants.

No. | Name | Description
1 Identifier Substitute the function/variable name
Renaming with a random token.
2 Operand Swap the operands of binary logical op-
Swap erations.
3 Statement Swap two lines of statements that have
Permutation | no dependency.
4 Loop Replace for loops with while loops or
Exchange vice versa.
5 Block Swap | Swap then block of a chosen if state-
ment with its corresponding else block.
6 Switch to If | Replace a switch statement with its
equivalent if statement.
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Our approach: Coca

A General Optimization Framework for GNN-
based Explainable Vulnerability Detection

O Combinatorial Contrastive Learning-based

Robustness Enhancement

Phase I: Data Augmentation

Phase2: Combinatorial Contrastive Learning
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** How to enhance the robustness of

@A Classifier against random perturbations ?

» Perform data augmentation to construct
functionally-equivalent variants.
» Combine self-supervised contrastive learning

with supervised contrastive learning to optimize
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Our approach: Coca

A General Optimization Framework for GNN-
based Explainable Vulnerability Detection

O Vulnerability Explanation via Dual-View Causal

Inference

e ?
** How to make a trade-off between

@A cffectiveness and conciseness?

» Combine factual inference with counterfactual
inference to search the explanation subgraph.
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Our approach: Coca

A General Optimization Framework for GNN-
based Explainable Vulnerability Detection

O Vulnerability Explanation via Dual-View Causal

Inference

e ?
** How to make a trade-off between

@A cffectiveness and conciseness?

minimize C (M, F;,)

Factual Inference
subject to /

S¢(My, F.) > P(Pk,s|Ax © My, Xy © F)
Sc(My, Fi) > —P i s|Ax — Ak © My, Xy — Xic O Fy)

Counterfactual Inference
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Performance of Coca

Detection Performance

Dataset
Dataset \ #Vul # Non-vul # Total % Ratio
Devign 11,888 14,149 26,037 45.66
ReVeal 1,664 16,505 18,169 9.16
Big-Vul 11,823 253,096 264,919 4.46
CrossVul 6,884 127,242 134,126 5.13
CVEFixes 8,932 159,157 168,089 5.31
Merged ‘ 29,844 305,827 335,671 8.89

Baselines

* Devign (NeurIPS’19)

* ReVeal (TSE’21)

* DeepWuKong (TOSEM™21)

Config | Loss |Approach | Acc Pre Rec F1
Devign 89.74 3259 31.40 31.98

Default CE ReVeal 86.05 31.43 3845 3459
DeepWuKong | §7.21 28.55 26.04 27.24

Devign 88.15 34.68 37.12 35.86

Ours | ReVeal 87.42 35.96 40.61 38.14
DeepWuKong | 88.30 30.07 34.79 32.26

Coca Devign 86.33 28.38 30.11 29.22
Tra | InfoNCE | ReVeal 8495 29.64 34.27 31.78
DeepWuKong | 86.20 25.99 24.83 25.40

Devign 83.97 26.15 27.69 20.90

NCE |ReVeal 81.52 26.73 31.76 29.03
DeepWuKong | 83.06 22.40 21.46 21.92
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Performance of Coca

Detection Performance

Dataset
Dataset \ #Vul #Non-vul # Total % Ratio
Devign 11,888 14,149 26,037 45.66
ReVeal 1,664 16,505 18,169 9.16
Big-Vul 11,823 253,096 264,919 4.46
CrossVul 6,884 127,242 134,126 5.13
CVEFixes 8,932 159,157 168,089 5.31
Merged ‘ 29,844 305,827 335,671 8.89

Baselines

* Devign (NeurIPS’19)

* ReVeal (TSE’21)

* DeepWuKong (TOSEM™21)

Config | Loss |Approach | Acc Pre Rec F1
| [Devign ~— ~ [89.74 32597 31.40 31987
| Default CE ReVeal 86.05 31.43 3845 34.59 I
L___L __|DecpWuKong|8721 2855 2604 27.24

i_ T T T Devign T T T&8.05 3468 37127 35.86 1

Ours | ReVeal 87.42 35.96 40.61 38.14 |

|__ _ |DeepWukong| 88,30 30.07_3479 32.26 |
Coca Devign 86.33 28.38 30.11 29.22
Tra | InfoNCE | ReVeal 8495 29.64 34.27 31.78
DeepWuKong | 86.20 25.99 24.83 25.40
Devign 8397 26.15 27.69 26.90
NCE |ReVeal 81.52 26.73 31.76 29.03
DeepWuKong | 83.06 22.40 21.46 21.92
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(a) DeepWuKong (Default)

2o o 20 40

(b) DeepWuKong (Cocar,,)
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Performance of Coca

Detection Performance

Config | Loss |Approach

| Acc Pre Rec F1

Dataset
Dataset \ #Vul #Non-vul # Total % Ratio
Devign 11,888 14,149 26,037 45.66
ReVeal 1,664 16,505 18,169 9.16
Big-Vul 11,823 253,096 264,919 4.46
CrossVul 6,884 127,242 134,126 5.13
CVEFixes 8,932 159,157 168,089 5.31
Merged ‘ 29,844 305,827 335,671 8.89

Baselines

* Devign (NeurIPS’19)

* ReVeal (TSE’21)

* DeepWuKong (TOSEM™21)

[—— — T —— — s — —R071 T 02747 3104

| Default CE ReVeal

| DeepWuKong | 87.21 28.55 26.04 27.24 |

Devign
Ours |ReVeal

DeepWuKong | 8830 30.07 3479 32.26

—_—— e — — — —

Coca Devign §6.33 2838 30.11 29.22 |
Tra 1nf0NCE ReVeal 8495 29.64 3427 31.78 |
! DeepWuKong | 86.20 2599 24.83 2540 |
| Devign 8397 2615 27.69 26.90 |
NCE |ReVeal 81.52 26.73 31.76 29.03 |
I
L _ _ IDeepWuKong| 83.06 2240 2146 2192 |
#”t‘,%
40 u ¥ A0
20 _:" # »

(a) DeepWuKong (Default)

(b) DeepWuKong (Cocar,,)
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Performance of Coca

Detection Performance

Dataset
Dataset \ #Vul #Non-vul # Total % Ratio
Devign 11,888 14,149 26,037 45.66
ReVeal 1,664 16,505 18,169 9.16
Big-Vul 11,823 253,096 264,919 4.46
CrossVul 6,884 127,242 134,126 5.13
CVEFixes 8,932 159,157 168,089 5.31
Merged ‘ 29,844 305,827 335,671 8.89

Baselines

* Devign (NeurIPS’19)

* ReVeal (TSE’21)

* DeepWuKong (TOSEM™21)

Config | Loss |Approach | Acc Pre Rec F1
Devign 89.74 3259 3140 31.98
Default CE ReVeal 86.05 31.43 3845 34.59
DeepWuKong | 87.21 28.55 26.04 27.24
. [Devign  [88.15 3468 37.12 35.86 !
| Ours | ReVeal 87.42 35.96 40.61 38.14
— _— — | DeepWuKong | 8830 30.07_34.79 _32.26 |
Coca [ [Devign =~ 8633 2838 30.11 29.22 |
Tra 1nfONCE ReVeal 8495 29.64 34.27 31.78 |
! DeepWuKong | 86.20 2599 24.83 2540 |
| Devign 8397 2615 27.69 26.90 |
I NCE |ReVeal 8152 26.73 31.76 29.03 |
| __ IDeepWuKons| 8306 2240 2116 2192 |
#”t‘,%
40 u ¥ A0
20 '”J # 20

(a) DeepWuKong (Default)

(b) DeepWuKong (Cocar,,)



Performance of Coca

Baselines
*  mVulPreter (TDSC’22)

* IVDetect (ESEC/FSE’21)
e P2IM (ESEC/FSE’21)

Evaluation Metrics

*  Mean Statement Precision (MSP)
*  Mean Statement Recall (MSR)

*  Mean Intersection over Union (MIoU)

"""""" #Li f lap ===
[P ou=_Tines of overlap

----------- #Lines of union
___________ V 2

___________ =

Explanation Performance

Config | Approach | MSP MSR MIoU
mVulPreter 25.86 29.01 22.88
IVDetect 3254 2379 17.06

:: P2IM (Devign) 27.99 4385 22.56
= P2IM (ReVeal) 31.04 46.10 28.94
o P2IM (DeepWuKong) 26.57 3812 2311
CocAgyp (Devign) 33.84  44.06  30.89
Cocagyp (ReVeal) 35.61  52.94  34.36
CocAgxp (DeepWuKong) | 29.77  40.16  25.83
IVDetect 39.81 31.64 25.19

g P2IM (Devign) 33.01 48.33  29.27
é- P2IM (ReVeal) 40.62 5573  30.29
< P2IM (DeepWuKong) 3297 4485 28.10
8 Cocagyp (Devign) 43.61 52.98  39.64
Cocagyp (ReVeal) 49.52 58.39 44.97
CocAgyp (DeepWuKong) | 40.33  47.61  34.22
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Conclusion

Explainable VD Workflow

Definition 1
Given an input program P = {Sy, -, S } which is detected as vulnerable, the explanation is a set

of crucial staternents {S,-, -, 85 } that are most relevant to the decision of the model.
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Our approach: Coca

A General Optimization Framework for GNN-

o

** How to enhance the robustness of
&N Classifier against random perturbations?

based Explainable Vulnerability Detection
O Combinatorial ~ Contrastive Learning-based
Robustness Enhancement

» Perform data  augmentation to construct
functionally-equivalentvariants.

Phasel: Data A Phase2: Comb | Contrastive Learning No. | Name | Description
Functionally  SelfSupervised Contrastive Learnin I [ ldentifier | Substitute the function/variable name
Tnjection Sites Equivalent Renaming | with a random token.
Locallzation Vodants N 2 ‘ Operand Swap the operands of binary logical op-
zg|& Sway erations.
Ngmeior |, [E) $L112 o | cridons
Operator Selection —g H £5|8 3 ‘ Statement | Swap two lines of statements that have
Sample £ ] jon | no
Transformation % 2 4 | Looy Replace for loops with while loops or
pplication Exchange | vice vers
Sample 1 = 5 | Block Swap | Swap then block of a chosen if state-
Sample 1" g S, ment with its corresponding else block.
H g 6 | Switch o If | Replace a switch statement with its
Sample k = equivalent if statement.

Challenge of Explainable VD
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Samples Model
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lGenerated instance
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Training data
x
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X X Neighborhood
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Performance of Coca

Baselines

¢ mVulPreter (TDSC’22)
¢ IVDetect(ESEC/FSE'21)
«  P2IM(ESEC/FSE'21)

Evaluation Metrics
*  Mean Statement Precision (MSP)
¢ Mean Statement Recall (MSR)

+  MeanIntersectionover Union (MIoll)

#Lines of overlap

#Lines of union

Weak Robustness

(’ 1 Vulnerable
K. L’

Program
Reduction

Explanations

GRTERE 78,
rom atom

T

1
Explanation

Ground Truth

Explanation Performance

Config | Approach MSP MSR MiaU
mVulPreter 2586 2901 2288
IVDetect 3254 2379 17.06
P2IM (Devign) 2799 4385 2236
P2IM (ReVeal) 46,10 28.94
P2IM (DeepWuKong) 3812 2311
Cocagyp (Devign) 4406 30.89
Cocagyp (ReVeal) 5204 3436
Cocagyp (DeepWuKong) 40.16 2533
IVDetect 3164 2519

s P2IM (Devign) 4833 2027
= P2IM (ReVeal) 55.73  36.29
g | P2IM (DeepWuKong) 4485 2810
S | Cocagyp (Devign) 5298 39.64

Cocagxp (ReVeal) 58.39  44.97
Cocapyp (DecpWuKong) | 4033 47.61  34.22

T, P

A

(@)

(Defaul)  (b) DeepWuKong (Cocarra)
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Thanks for listening!

@ sicongcao1996@gmail.com
@ https://github.com/CocaVul/Coca
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