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Smart Contract

• Digital contract written in programming languages.

• Send transactions by invoking functions in smart contracts.
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e.g., Decentralized Finance, food supply chain (IBM Food Trust).

Solidity Function

balance[X] = 20,

balance[Y] = 0

balance[X] = 15,

balance[Y] = 5

transfer(Y, 5)

with X=msg.sender

X sends 5 

tokens to Y.
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Importance of Securing Smart Contracts

• Immutable once deployed.

• Huge financial damage once exploited.
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Static Analysis + Graph-based Representation Learning
 Extracting expert features and semantic features from statistical data and source code.

 Fusing expert features and semantic features for vulnerability detection

Online Inference
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Our approach: SMARTFUSE
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Detail: Feature Extraction
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Detail: Integrated Feature Learning
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• Benchmark: Ethereum Smart Contracts (ESC) + (VNT chain Smart Contracts)

https://github.com/Messi-Q/Smart-Contract-Dataset

• Compared with 5 analysis-based approaches and 2 DL-based approaches

Analysis-based: Oyente, Mythril, Smartcheck, Securify, Slither

DL-based: Peculiar, TMP

• Used 4 common evaluation metrics: Accuracy, Precision, Recall, and F1-score

• 10-fold cross validation

Evaluation Setup

BlockSyS 2023 The Best of Both Worlds:  Integrating Semantic Features with Expert Features for  Smart Contract Vulnerability Detection



10

Evaluation Results
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RQ1: Effectiveness RQ2&3: Ablation Study

Result: Overall, SMARTFUSE outperforms

all of the five referred analysis-based

detectors and two DL-based approaches.

Result: The combination of expert features and

semantic features, as well as our graph

representation learning with hybrid pooling layer,

contribute significantly to the performance of

SMARTFUSE.



Thanks for listening!

2023 International Conference on Blockchain and Trustworthy Systems

Online Inference

Step1: Feature Extraction

Expert Patterns

Contract Graphs

Pattern 

Encoder

Graph 

Encoder

Expert 

Features

Semantic 

Features

·

·

·

Softmax

Integrated 

Features

Step2: Integrated Feature Learning

Contract Code

Contract Code

Step1: Feature 

Extraction

Step2: Integrated 

Feature Learning

Detection 

Model

Step3: Vulnerability 

Detection

Offline Training


