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Software Vulnerability

Vulnerabilities by type & year

Timely and Accurate

Detection is Urgent!
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0 > Challenge 1: Noisy Program Semantics

Vulnerability-Fixing Commit (fe9¢8426) of CVE-2018-9518

1 diff --git a/net/nfc/llcp_commands.c b/net/nfc/llcp_commands.c

2 index 367d8c@..Z2ceefal 100644

3 --- a/net/nfc/llcp_commands.c

4 +++ b/net/nfc/llcp_commands. c

5 @@ -149,6 +149,10 @@ struct nfc_llcp_sdp_tlv

6 *nfc_1lcp_build_sdreq_tlv(u8 tid, char *uri, %
Isize_t ur1 _Len);

7 1

8 ,§t£ugt7nfc7117cp sdp_tlv *sdreq; X

9 pr_debugC"uri: %s, len: %zu\n”, url, uri_len);! Functions DL Mode

10 + if (WARN_ON_ONCECuri_len > U8_MAX - 4))

11 + return NULL;

12 sdreq = kza'L'Loc(sueof(struct nfc_llcp_sdp_ t'lv) GFP KERNELD;

13 i1f (sdreq == NULL)

14 W J’;etuj‘[] NULL: o e

15 er'_eg >tlv_len —__u_r'l 1en_+__3__r4 ---------------

16 { if Curifuri_len - 1] ()]

17y "7 77 7 Tsdreg->tlv_len--; ~ ~ T T T T T T T

18 i sdreq->tlv = I<zalloc(sdr'eqf>tlv_1en + 1, GFP_KERNEL);!

19 I_if (sdreg->tlv == NULL) { |

(. ktree(sdreq);” ~ =~ ~ T T e

71, return NULL; i

22 o q

23 [ sdreq->t1v[@] = LLCP_TLV_SDREQ; :

24 ! sdreg->tlv[1] = sdreg->tlv_len - 2; Y-

25 | _sdreq->t1v[2] = tid; DR

26 sdreq->tid = tid;

27 [ sdreq->uri ;EdFea >tlv+ 37 7 T '4__,.

28 | memcpy(sdreq->uri, uri, uri_len); ! S

29 sdreq->time = jiffies; || Pointof Interest

30 INIT_HLIST_NODE(&sdreg->node); [~ =1 Affected Fragments

31 return sdreq; ——— =

32y 0 e » Data-flow

Motivating Example



0 > Challenge 1: Noisy Program Semantics

Vulnerability-Fixing Commit (fe9¢8426) of CVE-2018-9518
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diff --git a/net/nfc/1lcp_commands.c b/net/nfc/1lcp_commands.c
index 367d8c0..2ceefal 100644

--- a/net/nfc/1llcp_commands. ¢

+++ b/net/nfc/llcp_commands.

@ -149,6 +149,10 @@ struct nfc_ Hcp sdp_tlv

struct m‘c 11cp sdp_tlv *sdreq_,

%s, len: %zu\n", uri, uri 1en)

+ lf CWARN_ON ONCE(ur1 len > U8_MAX - 4))

& return NULL; ;
sdreq = kzalloc(sueof(struct nfc_llcp_sdp_ t'lv) GFP KERNELD;
i1f (sdreq == NULL)

return NULL ;

1.1‘ (url[ur‘l len - 1]
I"7"7 7 Tsdreg->tlv_len--;

Y sdreq->tlv = kzalloc(sdreq >tlv_len + 1, GFP KERNEL)
I if (sdreg->tlv == NULL) { |
_______ kfree(sdreq);” ~ ~ ~ ~ T T T T TR T T TT
return NULL;

Y _._

I sdreq->tlv[@] = LLCP_TLV_SDREQ; !
! sdreg->tlv[1] = sdreg->tlv_len - 2; -7

| sdreq->tlv[2] = tid; 177

sdreq->tid = tid; }

[ sdreq->uri ;'EdFea >tlv + 37 o
|_memcpy(sdreq->uri, uri, uri_len); ! i
sdregq->time = jiffies; " | Point of Interest
INIT_HLIST_NODE(&sdreq->node); i
return sdreq; 1

p s e » Data-{low
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0 > Challenge 1: Noisy Program Semantics

Vulnerability-Fixing Commit (fe9¢8426) of CVE-2018-9518

DU~ W

18
19
20
71,
22
23
24
25
26
27
28
29
30
31
32

17 i

diff --git a/net/nfc/1lcp_commands.c b/net/nfc/1lcp_commands.c

index 367d8c0..2ceefal 100644

--- a/net/nfc/1llcp_commands. ¢

+++ b/net/nfc/llcp_commands.

@@ -149,6 +149,10 @@ struct nfc_llcp_sdp_tlv
*nfc_1lcp_build_sdreq_ tlv(u& tid,

struct m‘c —1lcp_sdp_tlv_*sdreq;

“uri: %s, len: %zu\n”, uri, urilen);!
+ 1F (WARN_ON_ONCECuri_len > US_MAX - 4))
+ return NULL;

sdreq =

if (sdreq =

= NULLD

et e J"EEUJ,"U NULL: o e
o~ sdreg->tlv_len = uri_len & 3; e
if Curiluri_len - 1] [4))]

sdreq->tlv_len--;

Y sdreq->tlv = I<zc|'L'Loc(sdr'eq >tlv_len + 1, GFP KERNEL) [
I_if (sdreg->tlv == NULL) { |

_____ kfree(sdreq);” ~ ~ ~ ~ T T T T TR T T TT

return NULL;

"LLCP_TLV_SDREQ; !

I S ,
. sdreqg->tlv[@] -
e

| sdreq->tlv[1] = sdreg->tlv_len - 2;

| _sdreq->t1v[2] = tid; R
sdeeqeabid = fidy

[ sdreg->uri = sdreq->tlv '+ 3; '4__,.

| _memcpy(sdreq->uri, uri, uri_len); ! s

sdreq->time = ;|1Fﬁes; I 7 77| Point of Interest
INIT_HLIST_NODE(&sdreqg->node); .
return sdreq; 1
I » Data-flow

char‘ *um

kzalloc(sueof(struct nfc_llcp_sdp_ t'lv) GFP KERNELD;

| Affected Fragments
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Challenge 2: Learning Spurious Correlations
g g op
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Perturbation
1. int a = 93; 1. int a = 93;
2. char arr[55]; 2. char arr[55];
3. arr[a] = 'X'; 3. arr[a] = 'X';
4. return 9; 4. a = 43;
5. return 9;
Ground Truth Buggy Buggy
Prediction Buggy Non-buggy




0 > Challenge 2: Learning Spurious Correlations

DL Model ‘\

\

—)@%‘—) Vulnerable
:‘Qa %) Benign ‘

Perturbation
1. int a = 93; 1. int a = 93;
2. char arr[55]; 2. char arr[55];
3. arr[a] = 'X'; 3. arr[a] = 'X';
4. return 9; 4. a = 43;
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Our approach: SNoPY

?
" How to capture real vulnerability patterns from vulnerable

& A samples with numerous noise for effective detection ?
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Sample Denoising

?
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Sample Denoising

?
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Causal Graph Learning

?
**  How to learn vulnerability-related
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ac,,as, = softmax (MLPnode(hv))

Bev B = s0ftmax (MLPggge (1)
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Causal Graph Learning

9

**  How to learn vulnerability-related
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Causal Graph Learning

?
**  How to learn vulnerability-related

A causal patterns?
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Causal Graph Learning

?
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Performance of SNOPY

% Dataset
o
Y Research Questions Dataset ‘ Vul Non-vul Ratio VFCs VCCs
. FFmpeg+QEMU 12,460 14,858 1:1.2 6,611 6,439
Big-Vul 10,900 177,736 1:163 3,754 3385

DIvERSEVUL | 18,945 311,547 1:164 7,514 7,022
* RQ1: How does SNOPY perform compared to

the state-of-the-art baselines on vulnerability Baselines

detection ? DNN-based

* RQ2: How effective is SNoPY for detecting * VulDeePecker (NDSS’18) *  ReVeal (TSE'21)
IVDetect (ESEC/EFSE’21)

different types of vulnerabilities ? * SySeVR (TDSC’21)

* RQ3: How do various components of SNopy * Devign (NeurIPS’19)  * ...

affect its overall performance? LLM-based

 LineVul (MSR’22)

SVulD (ESEC/FSE’23)

16



RQ1: Detection Performance

Dataset .

Metrics (%) FFmpeg+QEMU [5] Big-Vul [17] DrverseVUL [7]
Approach | Accuracy Precision Recall F1 |Accuracy Precision Recall F1 |Accuracy Precision Recall F1
VulDeePecker 48.55 33.96 27.47 30.37 83.27 16.56 2295 19.24 87.44 11.30 24.55 1548
SySeVR 44.63 35.70 61.87 45.28 82.45 19.63 28.91 23.38 86.16 7.69 14.28 10.00
Devign 51.37 48.15 80.42 60.24 85.64 27.32 13.04 17.65 87.16 24.49 28.07 26.16
REVEAL 53.05 54.19 75.32  63.03 83.79 15.34 30.05 20.31 85.32 20.69 33.19  25.49
IVDETECT 56.85 51.33 68.82 58.80 86.97 24.96 32.57 28.26 88.52 17.34 35.26 23.25
DeepWUKONG 54.61 52.70 71.96 60.834 79.64 13.08 32.55 18.66 82.39 21.64 29.30 24.89
AMPLE 62.88 55.06 77.34 64.33 85.95 28.40 36.11 31.79 88.79 26.35 34.01 29.69
LineVuL 63.74 52.44 65.39 53.21 80.26 12.96 38.32  19.37 90.52 36.18 26.98 30.91
SvulD 60.51 54.99 83.48 66.30 92.81 33.24 41.65 36.97 91.16 31.44 40.17  35.27
SNory | 67.33 59.64 78.72 67.86| 90.75 38.12 46.39 41.85| 89.61 33.76 42.53 37.64

\:

)<

The performance improvements of SNoPy over the state-of-the-art approaches are positive.
Particularly, SNoPY outperforms the best-performing baseline SVulD by 2.35%,13.20%, and 6.72% in
F1-score on the three datasets, respectively.

17



RQ2: Classification Performance

Dataset | Rank | Type

| Ratio | SVulD | SNopY

1 CWE-787 2.25% | 69.44 73.89

4 CWE-416 | 3.76% | 54.71 68.32

. 6 CWE-20 | 13.62% | 62.99 61.43
S 7 CWE-125 | 7.12% | 56.38 69.47
o0 12 CWE-476 | 2.45% | 37.59 75.23
m 14 CWE-190 3.50% | 68.53 72.06
17 CWE-119 | 24.22% | 45.77 69.28

21 CWE-362 317% | 60.28 65.33

Average 56.96 69.38

1 CWE-787 | 17.98% | 60.47 56.99

4 CWE-416 6.24% 53.58 66.29

6 CWE-20 8.16% | 44.39 55.83

o 7 CWE-125 | 11.60% | 49.51 62.30
=) 8 CWE-22 1.25% | 33.65 26.74
% 12 CWE-476 6.05% 22.01 58.14
& 13 CWE-287 | 0.67% 8.24 13.59
g2 14 CWE-190 | 4.86% | 61.77 48.25
A 17 CWE-119 | 10.14% | 56.74 64.82
21 CWE-362 | 2.84% | 38.13 55.94

22 CWE-269 1.22% 6.99 13.34

23 CWE-9%4 0.87% | 11.37 17.55

Average 37.24 | 44.98

-~
-

A

)~

On two large-scale vulnerability datasets
with CWE information, SNOPY produces
substantial improvements of up to 21.80%
and 20.78% in terms of Fl-score on
average over the previous best-performing
baseline in detecting different types of real-
world vulnerabilities.

18



RQ3: Ablation Study & Sensitivity Analysis
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Both sample denoising and causal graph learning |
[
are essential for the performance of SNopy. The most —=— FFmpeg+QEMU
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important component of SNopy is the causal
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4

intervention module that results in at most 30.51%
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always guarantee better performance. 19




Conclusion
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